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INTROIMCTHIN

The dagntal generation was formed along with
very rapid technological advances i the last two
decades. Technologcal advances followed by the
developmem of information and communication
syshems affer many conveniences for peaple 1o use
in daily life. In the condext of dignnl technology,
can be seen that the dissemmation of news 5 no
longer only throwgh print media, but is startmg 1o be
shifted by the use of electronic media n vanows
fiebds amd aspeets of daily life. The inlernet is mo
longer something new o society so it is used by s
users for VaTIOUS MIrposes

Secial constraction has changed, folkwing
technological developmsents that have given burth o
e digial era. Ciwens' lifestyles are becoming

pletely digital and ing them to the ern of
open infoemation. This is o condition chamscierized
by advances m  technology, mfvemation  and
commumication that have ushered every citizen mio
&n era of open information and resulied in chanpes
in human lifestyles nod only locally, but also
internationally (Ferisnsyah, M, Ighal, 2019), The
digitnl era s described ns n time when humans are
technologically hiterate. Everything has become so
connected. Inmovation amd revolution in buman life
can b bomm sumply by playimg with vour lingers. Sa,
dipninl citizens are wendified with O (mine) thngs
that fiem the constracton of a digial sociery
sccording b (Ribble, Mike 5 dan Baley, 2007),
namely digital access, digital commerce, digital
communication, digital lierscy, degnal ethics,
dipial law, atizens” rights and oblagations. digital
naticm, digital health and fitness, and digital security
(L, HI25)

Soccty has meeracthon patierns that are
greatly influenced by the existence of information
and communicatson technology networks. Digital
information s really needed by sockeiv, prowing
online communities which Inber hecome popular
inlermet applications (Zheng & Cao, 2011} Onlme
communities, according o Fhou, consist of
members sharing common inleresis. They inberact
wilh cach other io discuss wopics, exchange wdeas,
and seek support Everyone is connected to one
another and most people book for infarmation o
reduce the uncertainty and lack of clanty they feel
{Lymibon et al., 20015} In the dj

nol only fulfills their information needs, bul cach
indivadual also becomes an mformation processor
{Tomohardye et al , 200%) This means that gvery

imdividuusl  digital citizen must  ineviinhly - he
prepared with the knowledge and skills o face every
change in ihe digiial world.

Al the beginning of the digital era, {Cogan,
1998)  explained eight chamcteristics which are
chamcteristics of certain skills and competencies im
ctizens  bving m  the 2lst oontury. These
characteristics are needed 10 overcome and manage
undesirable sympioms in the development of global
society, The ome [rom characterisiies is The
willimgmess nngd shility o participate in palitics m
lsesl, naticnnl, and internatianal levels

These cight characlers descrnibe the ideal
figure as a digtal abzen, an effort o form an
imtelligeni citizen (&n informed cilizenry), a cilieen
who 15 nhle o think nmalytically (amalviscal
citizenry), and a citizen who is committed and ahle
o involve himself {a commatted and imvolved
citizenry} (Wakah, 2011). Commumication ethics s
important for individuals i the digial wodd
(Apdillah et al, 2022) becoming a form of
mwnrengss for the global commumity nbout the
importance of openly practicing pasitive mititudes
that give the impression of kindness w others (Peng,
2023}, Mdeal values are expected bo emerge i digital
sociely, so thal they become a puide for digital
citizers m all arens of their hives, Digital ciizenshp
i5 defined ms indoviduals’ pwareness of  being
responsible for their actions amd  behavior m
cyberspace, including their activities in educatsonal,
social and political hife (Elmali et al, 2030).

Digitalization n society has so far brouglh
changes 1o society in politics and changed the
definition and patterns of humon oetion, Interne
penetration provides a way for the emergence of
forms af mdiidual parboipaton and acthon m
society, especially m the politcal field. Poliscal
imleractions  im sociely  are  alse  undergoing
reconstruchion. As described by (Jennings, 200,
medma 15 a way of seemg reality, regarding how
subpocts  are  represended through
representational practices which give rise o a
sysbem of thenking aboul individual values { Rento,
200190, Medin in the dagral space has mflugnced the
hasic social and poliecal prctices of human life

amid
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Media  often  influences  individuals
viewing the reality around them, mcluding o
viewing themselves As a result, more groups and
communitics are sortmg and affiliating  digital
citizens due to differ in views. Furth
one of the characteristics 15 a group, thes commumty
15 not limited only by terrtory, but also appears w

widespread in society, grouping people into varnous
pasties that are facing cach other It even causes
divisson and disintegratson of the nation. You can
see the exp of the Ind, nation when
there was a political conflict on sccial media
between two camps that supported each other's

litscal ch in the 2014 and 2019 Presidential

be divided due to politics, leology, goals, shared
opinions, and s0 on Like urhanzation, the digital
division of society is very clearly visible in the
polstical realm in Ind, Political polari
occurs and is massive. In fact, people's polical
choices can be read, especaally when tracang the
madia choices, they follow and digital groups that
are ofien "liked” by cach commumty member
In fact, m the current development where
digatal media has been controlled by most clements
of society. the existence of this myedsa has ot only
nfloenced changes m socicty which s only a
recipient, but has also spread by acting as a mediator
or messenger. In fact, their existence is the
If and | logic of the individual
(Ushuluddin & Furgon, 2019). 1t was at this point
where problems emerged and  contributed 10
prolonged political unrest. Due to the power given
by the word democracy, everyone feels they have
the nght and freedom to be a messenger in the
digatal space Virtual political activities become
digntal political lteracy which is mmportant for
common concern, organized according to politcal
ethics.

beauty, goodness, truth
and fic progress can be obtained 2nd achieved
1 the digital era. As stated by (Yeany, 2021) quoted
i kompas.com  that the convenience of digital
platforms includes bemng a cultural link between

A

Elections, and which may occur in the upcoming
2024 General Flection This 1s made worse by
problenxs that anse such as cybercnme and cyber
bullying,

Social media 1s recognized as an important
past of the very fast dissemination of information,
with the largest number of social medin users in the
country coming from the age group of 20-29 years
(mllennsal generation). As many as 93.5% of the
millennsal generation group have socal media
accounts. Moreover, social media users are almost
evenly distnbuted across every age group Twitter,
Facebook, Instagram, Youtube, Line, and currently
on the rse Tik Tok have become a means of
connecting which is also used as a source of conflict
because it is now very effective as a campaign 1ol
Drgntal  politics (politses i cybenspace) takes
advantage  of opportumities  from  existing
technology, with a role in political life, namely how
a politscal figure can carry out good and appropesate
politscal communicatsons to the public. There are
social media sites that can help someone create a
profile and then connect with other users. One and
another can spread or negative infarmation

Facing the potential and the threats of the
dagatal world, socxety must also have sensitivity and
intelligence a5 digital crtizens, in this case as well as
dagrtal citizens. The digital extizen sdeally described
by Cogan at the beginning of world society entered

different communities, being 0 means of ing
inequality. factditating emergency humanstanan
action, bemg a tool to streamlme public services,
and being a risk matigation tool. However, on the
one hand, negative things can happen as a result of
digstal life  Sethacks in severnl cases, chaos,
uglmess, misunderstandings and coaflicts are the
potential that can occur at any ime. As tme goes
by, especially in the kast two decades, various
problems  have  omerged  and  are  often
uncontrollable in digital society There is conflict on
socinl medan in the political and social fiekls that s

the modern ern desenibed above Various efforts
need to be made ammed at educating citizens so that
they can contribute positively in the digital era, one
of which is through citizen ethics and politics. This
research was conducted 10 explore the answer to the
question: How are the political ethics of digital
citizens i Indonesia facing the 2024 eloctions?
What values based on local wisdom can every
Indonessan individual control in dagital ethics m the
2024 Election”

*
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the digntal era or often referred 10 & digial
citizenship important? Ome answer 15 that the
number of users and beneficianes of digtalization
n Indonesia 1 very hgh m quantity. Based on data
from the Central Statistics Agency in 2019, the
number of internet users reached 47.69% of the
Indonesian population aged over § years, of around
115 million people. Meanwhile, according to the
Indonesan Internet Service Providers Association
(APJII), intemel user penetration was estimated to
reach 64,8% of the Indonesian population or around
17117 million people (Usman et al., 2021).
Citizens must maintain cthecs m today's
digtal world  Several prnciples are proposed as
discussion discourse n thes paper; is; The first thing
every citizen must understand in mamtaiming ethacs
as a digital czen 5 obeying all legal rules
established to regulate digital bfe (digal law). In
Indoncsia, several laws have been enacted, namely
Law Number 11 of 2008 concermng Flectromc
Informaton and Transactions (ITE), the provisions
of which have been amended in Law Number 19 of
2016 conceming  Electronic  Informsation  and
Transactions (UU [TE), and Law Number 3 of 2011
conceming Fund Transfers It is hoped that order
and security will be achseved by the communaty,
sccording 1o the informant's hopes, so that
cybercrime  can be manmuzed  In cumenmt
developments, there are also Jegal provisons that
hove not yet boen established, for example
protection for the use of citizens' persomal data
which 15 curremtly sl not protected. The discourse
on ratifying the Persomal Data Protection (RUU
PDF) has indeed spread and is pressing for it to be
passed 1o law, coupled with ssues circulating in
socicty at the beginning of 2021 regarding personal
dota of members of the public being leaked and
controlled by mrespansible parties. Because legal
regulations do not yet exist, this peoblem 15 very
narrow to be caught up m the applcable legal
PLOVESIONS.
Second, the humanitanian cthic that digital
citizens must have, namely the importance of caning
for cach other, understanding every event, every
problem, in the conmtext of humanism. Every
indevidual dagstal catiren 15 responsible for what
huppens n the digital woeld The commotion that
often occurs in online relationships in digatal society

often occurs, especially on social media. On the one

hand, socsal media offers vanous convemences for

its users 10 access and share mformation quickly,
casily and cheaply However, on the other hand,
when the use of social media grows wilder and goes

beyomd the bounds of cavilaty, the nsk that occurs s

the emergence of unrest, scts of mutual bullying,

and even giving nise 1o mamfest conflicts in socicty

You can imagine what happens when people can

casily upload vanous hate speech, hoax news and

provocstive information without being able 0

prevent .

The responsibility recommended by Arendt
1s awarencss of canng for each other and caring for
the world, i thas case the conditions and sitaabons
of the digital woeld where indivaduals live and
mteract. Everyone must have an awareness of
collectivity 1n the digital world, even though they
are physically nlone and directly connected to other
people Every mdividunl must not be selfish, be
upright and feel right about his perceptions. Without
think:ng that mvolves other people i dialogue,
collective actron is mmpossable, the impact is there
will be no sttention o concern in the world In ths
peocess, an individual will try to understand vanous
differences, try 1o see other people’s views that are
dafferent from his opinion, so that he will try to
understand the workd and show more attention,
understanding, and tolerance. Arendt wrote, “For
the world s not humane just becouse it is made by
haman besngs, and it does not became humane just
because the human voece sounds in it, but only when
it has become the object of discourse.. We
humanize what 18 gomg on m the world and m
carselves only by speaking of i, and in the course
of speaking of it we learn 10 he human™.

Responsibality i digital citizen ethics as
described above results m several chosces of digital
behavor for Indonesian citizens, namely;

I Receiving, understanding, considermng  and
checking the veracity of information, news and
others) on socsal medin, und then deciding to
share 1t or not.

2. Responding logically to ather people's opmions
Next, trying to assess, seeing from their
perspective when differences occur, followed by
accurate data
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3. Avoiding thinking that being different i being
opposite, being an encmy worthy of sttack. Such
thinking has the potential to cause conflict and
hostility that cannot be avoided m the digital
world

4. Awarcncss as part of a digital comumumity, which
must contribute positively to the dgrtal world.
This directs. controls each mdividual not to do
negative things, such as; wrnting bullying
sentences, hate  speech towards  other
people/groups on social medsa, degrading the
dignaty of other people ve groups, amd other
things that are provocative and cause vertical
and borzontal conflict. This includes creating
digital content that is useful m people’s lives,
providing solutions to social problems, reducing
the occurrence of social pathology, and so on.

5. Upholding the values of Pancasila, especrally
Indanesian unity in the digital workl

Digital incivichmal  characters  are  often
depicted as shortaxis figures, not intelligently
accepting other people’s opinions. In fact, what must
be done 15 10 try 1o assess, see from their perspective
when differences occur, followed by accurate dats.

Fake mformation and news or better known as

"hoaxes” by a number of iresponsible mdividuals

are often created for certain purposes. If you are not

careful, netizens will casly fall for these hoaxes and
even spread false mformation, which will of course
he very detrimental to the victims of stander So how
do you avoid being provoked? The Indonesian

Ministry of Communscation and Information (2021)

provides gusdance to citzens in the digital era,

namely by, (1) being careful with provocative titles,

(2) paying attention to sie addresses, (3) checking

facts, (4) checking the authenticity of photos oa

socinl media, (S) looking for trusted sousces

When  explaming  the  third  ethscal
responsibility above, by looking at the cumremt
plenomenon, where coanflict and  hosulity are
unavoidable in the digital world Social media
always updates a problem of soctal, political, bealth,

security, religsous and %0 on problems that occur m

society, Everyone is free to express opinwons

without restrictions along with the case of access
ey get. Thus, all levels of society can freely access
whatever they want Furthermore, people tend to
respond o mformatson from thesr own perspective,

which has an umpact oa the number of opmions
expressed  socording o their  respective
perspectives. Ofien when there are differences
perspective and clashes between digital citizens, o
person wall go m two directions, namely he will tend
10 be closed and conversely, he will be open. 1deally,
n digital catezenship ethics, dagital media should be
used as n medium to develop individual thinking and
o place for indsviduals 10 see the issues bang
dascussed from vanous angles, The perspective,
peesent in each person, causes a relationship of
personal thought on the ssues discussed, so that ot
becomes a forum and democratse space for digital
citizens

The low knowledge of Indonesian social
medsa users has resulted in cyber bullying becoming
widespread agamn, as happened dunng the
presidential candsdate battles i previous years. As
n 2019, a stady ranked Indonesian citizens as the
most impolite netizens in Southeast Asi. The latest
Dagstal Civility Index (DCI) report, which measures
the level of digital politeness of woeld mnternet users
when communicating in cyberspace, showed that
Indoncssan  citizens ranked at the bottom n
Southeast Asia, being the most impolite netizens m
Soatheast  Asin. according 10 rescarch  results
reported. In this rescarch released by Microsoft, the
polsteness level of Indonesian netizens worsened by
cight poims to 76, where the higher the number of
the Jevel of politeness became the woese The
survey, which had entered s fifth year, observed
around 16,000 respondents m 32 regions i 2020
(Ramadhan: & Knsmono, 2023). However, the
analysis of the behavior of dagital citezens i 2024,
friction and conflixt i digital media was not as
sharp as in the 2019 and 2014 electons, which was
caused by ethscal campaign issues which were the
platforms of each candidate.

Crtizens’ digital political ethics mn using
social media also seem to be controlled through the
taglme "cthical politscs™ by each winmng team for
each powr of presidentinl and vice-pressdential
candidates. Finally, the indivadual responsabilaty of
dagatal cstizens in Indonesia again refers o Arendt's
opinion about awareness as part of the “woeld”.
Every individusl understands his world.  “By
thinking about the world, a person makes himself fit
wto the world. When we seek to understand the



world and show concem for it, we choose the world
&s our home. Since the world is our own home, it s
very impartant to humanize the world by talking
shoat it " Many things can be done with this by each
member of the world, 1n ths case digital cituzens,
including producing content that educates society
Apart from that, in the 2024 election, identity
pobitics will not be something that can divide
massively.

The values based on Jocal wisdom that every
Indonesian individual can coatrol in digital ethees
the 2024 clections are the vaolues contained
Pancasila. according 10 research results  Local
cthical values that give people freedom of speech,
association and assembly, but withn the corndor of
not beeaking the law and not injunng other people.
Pancasila 15 an ethic that must be upbeld as the basis
that regulates the lives of Indonesan citizens in the
digntal world. Even the unsqueness of being a human
bemg who 1s adsptive to technology with the
superior  character and integrity of Pancasila
(Ruyadi et al, 2023). 1t s hoped that understanding
and pmacticing the noble values of Pancasila can
provide provisions and gusdance for o moral hie
amudst rapid technological advances m the digital
cra. This is a reality that has sigmficantly influenced
vanous aspects of hife. From the Pancasila values,
digstal media users have a kind of puidance m
utilizing cigital technology for useful things In
communicating using social media, 1t IS very
inportant o apply this ethic, referring to the values
of Pancasila so that there is no disingegration of
unity and integnty.

Values and ethics that are in accordance with
Pancasila i communicating on social media for
example users do pot have the nght t iosult other
religions, respect each other for all forms of
differences with good manners and ethics and also
respect other cultures When using social media,
when you have dsfTerent opmions from other people,
you must stll respect them. Every digital user also
needs o develop o far attitude towards others and
respact the work of others. In general, Pancasila as
2 digial ethxe directs Indonesian cxtizens to have
awareness, integrity, responsibality and virtue m
everyday life that uses the internet. Values that are
understood and adbered to; First, religious values
and moralty can be applied by respecting other

people  when  interacting  on  the  internet
Implementing the second principle s equivalent to
implementmg empathy and tolerance, respecting
differences of opinion, upholding unity, prontzing
clhnx, cthnx, racial and religsous diversity when
interacting with fellow netizens and social media
users, neting in a democratic manner with freedom
of expression that is respoasibie for the supremacy
of the law, and building an attitude of famaly,
cooperation, and respect for people’s work others,
and collaborating for progress with the Indonessan
nation. This can be scen i the development of
society today, where the values of togetherness and
humanity emerge through various digital platforms
in the form of crowdfunding campaigns for vanous
humanitaran purposes.

Several phenomena in the 2024 Election that
must be considerad to maintain ethacs in the Arendt
context can be described m several ssues below.,
First, There 1s nothing wrong if someone takes a
political stance and actions and has a critical attude
towards the phenomenon at hand.  However,
producing hoax news and nmarrabves for group
mnterests, venting hatred against a polincal figure or
another group that is m oppositson, this 13 not an
cthical thing to do. This phenomenon occurs
massively, and 15 carned out by public figures, the
suooess teams of cach condidate who are facing each
other m the palitical arena. People’s memaones are
not Jost when everyone was widely exposed w
narratives sbout Joko Widodo and Prabowo. whach
cven attacked cach other's persomal sides. The real
basthe between netizens was no longer an the rails of
debatng sdeclogy, sdeals and/or vasson and massion
of candadates. If you look further, st s more than just
criticazing, but it has Jed to deconstruction, Kalling
the character of other people, of other groups who
do not agree with their views. Any mformatian that
could potentaally disrupt his behiefs is quackly
removed and densed (Rianto, 2019). This can be
scen from cach ndividual’s digttal footprint on
Facebook, Twitler and Instagram  Awareness of
cach indivadual is urgently needed, in order 1o stop
fake news, mortement and hate speech agmumnst
politscal opporments. Polsteress m politics 1 the
dagrtal space 15 very much needed.

Second, in contrast 1o the ideals that are often
ghonfied, sometimes an mdividual will reduce his



critical powet in the digital space if be encounters &
narrative that agrees with and supports his political
choices This is easily found in public figures in
Indoncsia. When faced with o narmative that s
considered contradictory, they will quackly reverse
the nasrative with attacks, but the person concerned
will casily agree 10 anything if it strengthens

disnformaton. At this pont.  avordance  and
prevention of the many bullyings in the dagstal workd
becomes the focus; (5) analyzng and methodology
of social netwoarks and vitality m every study and
discussion that can be camed owt together,
Including collaboration between scientific groups,
and government wyvolvement. On the other hand,

ok

whatever narrative they have if it p ly suppe
their choice  Surpasingly, these figures are so
popular that the public has become part of digital
Interacy, cach narative of whach 1s then reproduced
for distribution. Not many people in the digital
community understand the goals of such people,
which are aimed at power alone, not about the
goodness and sci that 15 always shouted about
Ethscally, thss needs to be understood about polstscal
cthics giving individuals direction to always be
logscal and rational and always be cntical of
anything and anyone

Third, political ethics n the dagatal space by
citizens is not only related 1o good and bad, right and
wrong, moral values (Bertens, 2013), but more than
thsat, this ethies focuses an goodness and benefit,
especially in realizang universal human obligations.
The measure in umiversal political life then is that
actions, choices of achion, writing on digital media,

the go 15 nlso ing with pattics to
minimize the spread of the flow of incomect
mformation in the digital space, which 15 actually

ted infi jou that is published repeatodly
CONCLUSION

Fake accounts ure created specifically for the
benefit of the party or person paying. Shaping public
opinion, carrying out symbolic violence m caline
social media with hate speech, blasphemy, msults,
false news and slander i the dugstal world Then,
what is the meaning of social life in the above
context? What it means to lsve together as a nation
15 worth considering. It needs to be emphasized that
for the peogress of the Indonesian State, 1t requires
a noble, moral, tolecant, cultured character based on
Pancasila and imbued with faith and piety 1o God
Almighty. Thes 15 where the cthics, morals and
ch of cach Ind digital catizen can be
d d. Acluweving the character of the

will be cthical if they comply wath | norms
and obligabions. So universal ethics in digital spaces
regulate the same as when people imeract in real
socul spaces.

Lies. hoax narmtives to mfluence mass
polstical actions are wrong in digital ethics
Moreover, the spread of incorrect ifoemation oa
digntal forems s a multfold process with the
amount reaching more than 20 times more than
correct nformation, according 1o Fadyroel Rahman,

Indonesian nauon will be realized of imdividuals
(citizens) have good character,  Differences,
contradictions, conflicts that have resulted m chaos
and even dismtegration of digital catizens so far, can
be overcome by following Asendt's understanding
of worldly ethics. Arendt liberates poltics from the
grip of abstract and universal truth, where everyone
always fights in the digital space because they feel
they are standing on absolute truth, which closes
th lves off from other people’s perspectives.

(Wiryawan, 2022)  Therefore, ding to
Rah ) ging digital sanaty through
good narratives. Good and coerect narmatives must
be improved so that errors i the flow of
mformation  of  muscommunication  can be
mimmized: (2) encouraging people to tell stones
the digtal world. The counter-narrative to all
poltically incomrect information must stop, (3)
increasing the volume of good and true news i the
dignal space, (4) encouraging as many stories as
passible from women, o ward off, overcome the
fears and lies that have been created and spread as

The dominance of belief in absolute truth wall make
people stop thenking and not want to accept the
presence of other people. Worldly ethics gives
individuals space to think before making a choice of
action, providing a basis for the differences that
occur between groups of people in the digital space.
There 1 judgment 10 every sction, and no sciaon s
value-free, even if it is carried out in digital space.
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